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A QUESTION OF LOYALTY

U.S. INTELLIGENCE IN THE YEAR OF THE SPY

A

By Richard Harwood

W ishington Post Staff Wniter

The spy cases of recent

months have titillated the coun-

try, given Washington a mild

case of the shudders and, above

all, reinforced a popular image of
the espionage craft.

It is an image of stealth and
betrayal by brave or alienated
men searching out secrets—for
God and country, for 30 pieces
of silver, for thrills, for revenge
or for love. With foggy percep-
tions of good and evil, they live
and die in the back alleys of a
dangerous world. Novelists and
film-makers play on these
themes. “We are the bad oppos-
ing the worst,” a fictional spy
laments.

In the real world of espionage
in the late 20th century, howev-
er, the spy in the Burberry coat
is a bit player, overshadowed by
the magic of technocrats and by
the huge bureaucracies that now
rule the inteiligence industry.
“Humint,” the current acronym
for human intelligence collec-
tors—spies—provides but a tiny
portion of the torrents of infor-
mation that daily pour into the
U.S. intelligence community and

its international counterparts.

The CIA is a case in point. At
its beginning nearly four decades

ago, it was literally the central
intelligence agency, dominated
by Ivy Leaguers addicted to the
clandestine life. In its heyday in
the 1960s, nearly 9,000 covert
agents roamed the world in var-
jous guises, By the mid-1970s
fewer than 4,000 remained. To-
day the agency controls no more
than 10 percent to 15 percent of
the “assets”—people and mon-
ey—of a U.S, intelligence net-
work that directly employs per-
haps 200,000 people and spends
upwards of $20 billion a year, 8"7
percent of it on “technical’
means of collection.

Agents Overshadowed ‘
By the Bureaucracy

Those numbers may under-
state the magnitude of the intel-
ligence etfort because of the
omission of “indirect” costs. A
Senate committee investigating
the intelligence community in
1975-76 referred in its final re-
port to programs involving “the
activities of hundreds of thou-
sands of individuals.” The pre-
cise numbers were not published
by the committee because then,
as now, they were considered
state secrets.

What is indisputable is that
spying in 1985 is an enormous
bureaucratic enterprise. Former
CIA director Stansfield Turner
describes it as a “colossus.” It
engages more manpower in the
United States than the combined work
forces of the departments of State, Justice,
Housing and Urban Development, Educa-
tion, and Energy. v

It is also an enterprise of great complex-
ity, with its many component agencies sus-
ceptible to choking on the sheer volume of
material they attempt to digest. Besieged
by an “information explosion,” as one study
commission called it even in 1970, the in-
telligence community has the Herculean
task of sifting sense from the thousands of
satellite photos, millions of conversations
and billions of written words it is capable of
collecting every year.

Technology compounds the problem. The
60,000 or so civilian and military employes
at the National Security Agency (NSA) feed
on satellites and ground-based listening
posts capable of intercepting virtually any
radio or telephone conversation and any
cable or telex transmission occurring any-
where in the world.

hese “Big Ears” are supplemented by
T “Big Eyes,” reconnaissance aircraft

and orbiting satellites able to scan
with cameras and image sensors the entire
surface of the Earth, reportedly identifying
from the heavens objects as small as a mail-
box on a country road and discriminating
enough to distinguish a Guernsey cow from
a Hereford. Undersea sensors plot the com-
ings and goings of submarines. Sensors im-
planted on foreign soils provide seismic
data, monitor nuclear tests and provide
agents with clandestine communications
links. Bugs and wiretaps collect a cacoph-
ony of private conversations.

Walter F. Mondale, as vice president
from 1977 until 1981, was constantly im-
pressed with the product of these technol-
ogies. “It verged,” he said, “on the spectac-
ular from time to time.” Richard V. Allen,
the first national security affairs adviser to
President Reagan, said the NSA “never
ceases to amaze me., They have incredible
capabilities.”

But technology creates problems, too.
The billions of words and coded messages
that cascade into the great computer banks
at the NSA and other agencies must be
processed, stored and analyzed. The same
1s true of the reams of photographs and in-
frared images descending upon the labora-
tories at the Washington Navy Yard, where
1,000 or more interpreters search for
meanings. NSA’s computers are reported to
be the best in the world, but even $0, some
codes remain unbreakable and information
can be lost or ignored in the deluge.

That was the case with the much publi-
cized Soviet brigade in Cuba in 1980, ac-
cording to Bobby R. Inman, former deputy
director of the CIA and former head of the
NSA. Information on the brigade had been
available for years but had been overlooked.
When it was “discovered” in 1979, a polit-
ical issue was created that contributed to
the demise of any chance for Senate rati-

fication of the SALT II arms-control agree-
ment with the Soviet Union.

his is not an uncommon problem. A
T former deputy secretary of defense,

William P. Clements Jr., told a con-
gressional committee some years ago: “In
every instance [ know about where there
was a horrendous failure of intelligence, the
information was in fact available to have
averted the problem. But the analysts and
ghe system didn’t allow the raw data to sur-
ace.”

Critics of the current system see failure
built into the intelligence budget. The Sen-
ate investigating committee headed by the
late Sen. Frank Church (D-Idaho) in the
mid-1970s reported that more than 70 per-
cent of the budget is spent on the collection
of information, 19 percent on “processing”
chores and 9 percent on analysis, the effort
to find out what it all means,

Walter Laqueur of Georgetown Univer-
sity, in a new book, “A World of Secrets,”
asserts that the Church committee over-
stated the budget share going to analyses.
The true figure, he says, is 1 percent.

Turner, the CIA director under President
Jimmy Carter, has written that the analysts
are not only “inundated” by raw data but are
constantly vulnerable to breakdowns in
communication and coordination in the in-
telligence community.

Declassified and Approved For Release 2012/01/13 : CIA-RDP90-00965R000402770001-4

/



“ .

Declassified and Approved For Release 2012/01’,'13 : CIA-RQP?VQ:90965R000402770001-4

The problem, he said, involves “the ClA’s
espionage branch, the NSA, the defense
organizations responsible for overhead re-
connaissance, the CIA’s electronic surveil-
lance component, the State Department’s
diplomatic reporting system, the FBI's for-
eign intelligence branch, the Defense Intel-
ligence Agency's attaches, the intelligence
organizations of the military services and
the imtelligence offices of the departments
of Treasury and Energy and the Drug En-
forcement Agency.” He likened this bureau-
cracy to an octopus.

As the technology of intelligence is con-
stantly improved (a new generation spy sat-
ellite is being introduced), the demands and
expectations of the consumers of intelli-
gence in the White House, the Pentagon
and other agencies grow apace. The story is
told in the Senate Select Committee on In-
telligence of an insatiable assistant secre-
tary of state with responsibility for Latin
American affairs. When asked by the intel-

ligence community what he would like to
know, he replied: “Everything.”

The CIA at one time, according to
Laqueur, directed that 83 categories of in-
formation were to be compiled on each of
120 -countries. The Defense Intelligence
Agency (DIA) had a shopping list of 200
intelligence topics for foreign countries,
assigning to each topic and each country a
priority number from 1 to 8.

During his tenure in the CIA, Turner de-
cided that a major intelligence effort should
be launched on behalf of the Commerce De-
partment to acquire information helpful to
American companies doing business abroad.
To improve competitiveness, he said, “we
should . . . expand, our efforts to collect in-
ternational economic data, by espionage
where necessary.” .

Other agencies of government have in-
volved the intelligence community heavily
in an effort to solve their problems, such as
terrorism and international drug trafficking.
Still other consumer demands originate in
Congress, contributing further to the over-
load of a system already subject to serious
breakdowns and misguided analysis. Five
months before the downfall of the shah of
Iran, according to the Senate intelligence
committee, the CIA concluded that “Iran is
not in a revolutionary or even a pre-revo-
lutionary situation.” A month later the DIA
asserted that “the shah is expected to re-

main actively in power over the next 10
years.” There was no dissent from the State
Department, according to Laqueur, in large
part because the department’s Bureau of
Intelligence and Research had no Iran an-

alyst on its staff. ' ,
l n the 1950s, the intelligence community

failed to foresee the invasion of Sout_h
Korea and the subsequent entry of Chi-
na into the Korean war. Major miscalcula-
tions led to claims of nonexistent bomber

and missile gaps vis a vis the Soviet Union.
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economic growth were greatly overstated.
It was predicted, for example, that by 1965
the gross national product of the USSR
would reach 55 percent of the U.S. GNP, a
level not achieved until the early 1980s.

The 1960s produced other defective an-
alyses, beginning with the Bay of Pigs op-
eration against Cuba in 1961. It was under-
taken on the basis of erroneous assumptions
about Cuban military capabilities and dis-
content amoag the populace with the Castro
regime. During the war in Vietnam, the
CIA and the DIA came to quite opposite
conclusions about the effectiveness of the
bombing of North Vietnam.

This was followed in the late 1960s and
early 1970s by misinterpretations and un-
derestimates of the Soviet intercontinental
ballistic missile program and underesti-
mates of perhaps 50 percent in the size of
the Soviet military budget. The impact of
the grain embargo against the Soviet Union

| ‘'was miscalculated in 1980.

The problems inherent in a such huge,

| fragmented and uncoordinated bureaucracy

as the intelligence community were pointed
up 15 years ago by a blue ribbon panel on
defense in a document known as the Fitz-
hugh report.

It said that “like the rest of the intelli-
gence community [the CIA] makes up for
not collecting enough of the right kind of
information on the most important targets
by flooding the system with secondary mat-
ter. The information explosion has already
gotten out of hand, yet the CIA and the
community are developing ways to intensify
it. The quantity of information is degrading
the quality of finished intelligence. Produc-
tion resources can make use of only a frac-
tion of the information that is being collect-
ed.”

his indictment, coupled a few years
T later with revelations by the Church

committee of inept and scandalous
CIA covert operations, might have led in
time to a major upheaval in the intelligence
bureaucracy: purges, reorganization and
reallocation of resources. The opposite has
occurred.

In the aftermath of the Church commit-
tee investigation, a bipartisan consensus
emerged that what the intelligence agen-
cies needed was more money and more peo-
ple. This_reasoning was based in part on
findings by the Church committee that in
the years between 1962 and 1975, the bud-
get for intelligence had declined by 30 per-
cent, when adjusted for inflation.

The intelligence bureaucracy, civilian and
military, had been reduced from 153,800
people to 101,500. But these cuts, the com-
mittee said, had not crippled the intelli-
gence effort. James R. Schlesinger, a for-
mer secretary of defense and a former CIA
director, took the view at that time that
intelligence budgets had been bloated in the
late 1960s by excessive investments in
technology that™had led to “gross redundan-
cies” in intelligence operations.

voneneless, snarp increases in the in-
telligence budget commenced in 1978 and
have continued. The increases, according to
the Senate intelligence committee, have
averaged 5 to 6 percent “real growth” (over
and above inflation). They have been “fat
years” for the community, the committee
said. Billions of new dollars have been made
available. New technologies have been com-
missioned. Thousands of recruits have been
brought in. Covert operations, in very bad
odor just a few years ago, have been back in
style since the last two years of the Carter
administration.

But the problems of bigness remain and

contribute to the community’s vulnerability
to “penetration” and theft by foreign adver-
saries and their agents. Roughly 4 million
Americans have access to “classified” ma-
terials: 2.4 million in the Defense Depart-
ment, including nearly 150,000 intelligence
personnel; 1.2 million employes of defense
contractors and 400,000 other government
employes and researchers. A half-million of
these people, according to a study by Ed-
itorial Research Reports, have access to
“top secret” material and 125,000 have ac-
cess to material in an even higher classifi-
cation, “Sensitive Compartmented Informa-
tion.”

Each year, according to Laqueur, govern-
ment and nongovernment offices produce
80 billion documents (in addition to the 300
billion on file). Twenty million federal doc-
uments each year are “classified,” 350,000'
as “top secret.” So the amount of material
potentially wulnerable to espionage 4nd
theft is very large. In a perverse way, how-
ever, the sheer mass of the material is pro-
tective. Low-level “moles” can only nibble at
the fringes.

n the other hand, more mass means
o more management problems. Despite

the recommendations of study com-
missions, congressional committees and
even presidents, the vast American intel-
ligence community still has no “czar,” no
director or directorate to establish prior-
ities, eliminate redundancies, enforce qual-
ity standards and allocate money and people
to the areas of greatest need.

In theory, the CIA director presides over
the community. But in practice neither the
current director, William J. Casey, nor his
predecessors have filled that role. One for-
mer director, Richard M. Helms, observed
that he was not in a position to act as a czar
when the Pentagon controlled 85 percent of
the intelligence budget.

Lack of coordination and centralized con-
trol likewise afflict the government’s coun-
terintelligence efforts. Each agency goes its
own way, although the FBI's deputy assist-
ant director, Phillip D. Parker, insists that it
cooperates closely with the CIA and other
counterintelligence units.
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There is some dissatisfaction with the
current state of affairs in the intelligence
commuhity. Sen. David F. Durenberger (R-
Minn.), chairman of the intelligence com-
mittee, is impressed like many of his col-
leagues with the technology of spying and

assumes that one day the intelligence com-
munity may “achieve the ultimate,” such as Spying in 1985 is an
imagery techniques to penetrate clouds, enormous bureaucratic
darkness and even concrete. ' enterprise directly employing
But he is concerned about converting the perhaps 200,000 people and
incoming masses of data into useful intel- spending upwards of $20 billion a
ligence. Intelligence failures in Iran, Leb- year, 87 percent of it on
anon and Central America, he said, have “technical” means of.collection. At
come about because the wrong information the National Security Agency, for example,
was sought. 60,000 or so employes feed on satellites and
&b he Philippines,” Durenberger said, ground-based listening posts—“Big Ears”
“is now similar to Iran, We know similar to the radar dish at
that Marcos is in trouble, and we right—supplemented by “Big Eyes,” orbiting
know why. But what happens when and if he satellites and reconnaissance aircraft, such as
goes down? That’s the kind of intelligence the radar plane below. As a result, say critics,
we need, and that kind of intelligence is our the very quantity of information is degrading
principal weakness.” the quality of finished intelligence.
Other senators are critical of the coun-
terintelligence effort. They complain about

Casey's personality. Mondale has been crit-
ical of the DIA—*“a dumping ground,” as he
described it—and for years has urged that
more academic scholars be utilized as con-
sultants and advisers. (Former national se-
curity affairs adviser Allen, on the other
hand, developed a “high respect” for the
DIA). There is, finally, a general concerm
about upgrading quality and getting better
analysis. c
But the remarkable political fact is that
the intelligence agencies, despite past fail.'
" ures, despite the scandals of the 1960s i
1970s, despite obvious inefficiencies, have g‘ i
broad and deep base of support today im- | & . .
both Congress and the administration. They" | .
may not, Durenberger warns, continue. tor
receive the lavish budgetary treatment of
the past seven years. But their Bay of Pigs
is far, far behind them.
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